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Introduction 
Systems-Theoretic Accident Model and Processes (STAMP) is 
an accident analysis model based on systems theory, and 
introduced by Professor Nancy Leveson. Systems theory is the 
interdisciplinary study of systems in general, to discover 
patterns and explain principles which can be applied to all 
types of systems at all nesting levels. Most accident analysis 
models focus on traditional reliability theory, based on 
statistical information regarding the reliability of components. 
This information can be used to make predictions about when 
components are likely to fail. In previous models, an accident 
was the result of component failure rather than inadequate 
component design, inadequate control of the system or 
inadequate enforcement of safety constraints on the design, 
development and operation of a system. This factsheet first 
describes safety constraints – safety barriers that prevent an 
action that could lead to an incident. An example of a physical 
safety constraint is bolt strength that is less than the strength of 
a component. If the maximum allowed force is exceeded in 
such a case, the bolt breaks instead of the structure of a much 
more valuable or critical component. STAMP was introduced 
to fill a gap in accident knowledge, and its strength lies in 
insights into interactions between components on a hierarchical 
level. This factsheet describes the hierarchical structure second. 
STAMP focuses on the interaction and feedback of every 
imposed action from a computer or human controller which 
lead to the development of an accident.  

Safety constraints 
Safety constraints are the boundaries of the STAMP model that 
attempt to prevent a system from hazardous situations – events 
that could result in losses are prevented by the successful 
enforcement of safety constraints. These safety constraints 
apply to all components of the STAMP model. Multiple system 
components interact with each other in the STAMP model of 
an accident. These are called controllers and controlled 
processes. Of course, safety is the most important factor in such 
models, and  multiple safety constraints relate to system 
components – physical, human, and social constraints – all of 
which enforce the degree of safety within a system. Accidents 
can occur when external factors influence these safety 
constraints. In contrast to the ‘old’ view in which accidents 
occur due to a series of  events,  STAMP  views  accidents  as  
the  application of inadequate constraints within the socio-
technical system, recognising the interaction between people 
and technology.  Safety constraints focus on the relations and 
decision-making processes that support non-hazardous system 
states.   
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Hierarchical safety control structures   
Systems are viewed as hierarchical structures divided into 
several layers, with each layer containing safety constraints for 
the next layer. Control processes operate between the 
individual layers, enforcing the safety constraints between 
several controllers and controlled processes. The goal of the 
safety control structures is to enforce safety constraints and 
therefore eliminate or reduce losses. They make use of a 
feedback control loop, providing the ability to learn from 
previous decisions and improve safety control effectiveness. 
The simplest form of feedback is direct feedback about a 
previous process as depicted in Figure 1. Feedback does not 
necessarily have to return to the first previous controller, but 
can be sent to multiple levels. This applies to every aspect in 
the entire structure, including the management of the 
organisation, the producer of the components, the developer of 
the components, the controller, and so on. Without feedback 
and its associated evaluation, these aspects would be unable to 
increase safety standards.  One form of feedback would be the 
force a pilot feels on the control stick when changing the 
attitude of an airplane. This force increases up to the moment 
the pilot cannot move the control stick further, preventing the 
pilot from accidentally placing an excessive amount of stress 
on the aircraft’s structure. 

 

 

There are two basic hierarchical control structures: 

1. System development 
2. System operations 

The system development control structure links together 
processes involved in the development of the system. Examples 
include designers, producers, legislation, maintenance, 
manufacturers, and so on. 

The system operations structure visualizes the processes 
involved in the operation of the system. Examples include 
legislation at an international and national level, management, 
manuals, maintenance, operating processes and so on.  

These two controls also interact with each other, because 
system operational safety starts with its development, which 
can be improved using safety 
feedback from the operator. An 
example of a control structure is 
depicted in Figure 2. This division 
and feedback allows multiple 
organizations and corporations to 
be placed in a single model to 
visualise the interaction between 
them.  
 

The definition of a safety control structure specifies all of the 
controlling factors of a process – including every factor 
influencing a system. These factors can involve legislation, 

Figure	1:	Basic	feedback	loop:	
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responsibilities, accountability, and so on, which can enforce 
safety constraints in the procedure. A visualised hierarchical 
control structure should therefore enforce system safety 
constraints in its design, operation, management, social 
interactions and culture across the entire process. 

Process models 
Process models are used to increase understanding as they 
describe, explain and visualise a process. Figure 1 and Figure 2 
depict a simple process model and a more complex process 
model respectively. In Figure 2, the process is being controlled 
by an automated controller, which is controlled by a human 
operator.  
 
Control loops 
The controller is assigned to enforce safety constraints on the 
controlled process behaviour through control loops. Control 
loops exist between every level of the safety control structure. 
A controller can either be an automated system or a human 
system. Each controller decides what kind of control actions 
are needed based on the current state of	the system. If a human 
operator is involved, this is called a mental process. The 
advantage of a mental process is the fact the human is not 
limited by a program.  
 
Controller 
The controller uses output from the previous controller and 
feedback from the controlled process to generate new control 
output. However, if multiple controllers are assigned to a single 
process, conflicting control actions could lead to an accident – 

such as two pilots (multiple contollers) on the flight deck of an 
aircraft. If both give opposite input to the control stick, a 
conflict occurs. The system may then not react to any input, 
maintaining the aircraft in its current position, which could lead 
to a dangerous situation – it might stall or approach another 

Figure	2:	Detailed	control	loop	model.	Source:	(Leveson,	An	STPA	Primer,	2013)	



STAMP	Fact	Sheet	

4	
	

aircraft resulting in a mid-air collision. The challenge of 
designing an effective safety control structure is to provide the 
feedback and input necessary to keep the controller models 
consistent with the actual state of the controlled process and 
with each other.  
 
Unsafe control actions 
There are five general types of unsafe control actions: 

1. An unsafe control action is provided that creates a 
hazard. 

2. A control action required to avoid a hazard is not 
provided. 

3. A potentially safe control action is provided too late, too 
early or in the wrong order. 

4. A continuous safe control action is provided for too long 
or is stopped too soon. 

5. A control action required to enforce a safety constraint is 
provided but not followed. 

	
These five scenarios represent a more comprehensive approach 
to accidents caused by human or automated actions compared 
to older models, in which the cause of an unsafe control action 
is missing. Without an understanding of the causes of the 
failures, options for eliminating or reducing them are limited. 
STAMP makes it possible to identify potential causes of 
hazardous behaviour. The identified scenarios can then be used 
to eliminate these causes from the system. If elimination is not 
possible, then they can be mitigated, resulting in a change of 
the control loop system.  

 
Information 
In Figure 2, information about the current state of the 
controlled process is provided by sensors. These sensors 
measure a physical property, convert it to a digital quantity and 
transmit the quantity through feedback to the controller (in this 
situation a human controller and an automated controller). This 
is a situation in which a mental process and a control process 
work together. Feedback is taken into account when 
determining the new control actions, which are sent to the 
automated controller by the human. The automated controller 
then determines the optimal output and sends it to the actuators. 
An actuator is a device responsible for controlling or moving a 
mechanism or system – in this case the controlled process. It 
requires a power source and a control input. These automated 
controllers often mediate between human controllers and the 
controlled process. The human may have direct access to the 
controlled process, but more commonly they give instructions 
to the automated controller through physical or electronic 
controls. The automated process may also mediate feedback 
and provide it to the human controller through various types of 
displays. The dotted lines in Figure 2 represent additional 
control lines and/or feedback lines which surpass the upper or 
lower next level in the hierarchy. In fully-automated systems, 
there is no human controller directly controlling the physical 
process. There are humans at higher levels of the control 
structure, but once the fully automated process is started, 
human involvement is no longer necessary. An example of a 
fully automated system is the heating system of a house. The 
system heats the house up to a set point. When this set point is 
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reached, the system is turned off. The temperature continues to 
be measured by a sensor, which gives feedback to the system. 
When the temperature decreases up to a certain point 
(measured by the sensor) the system turns on again. This goes 
on until a mental process alters the set point of the system. 
 
Automated controller 
The control algorithm in the automated controller uses its 
information about the current state of the controlled process to 
determine if control action is needed. This algorithm is created 
by a human, who can adjust the settings based on feedback 
delivered from other controlled processes. The process model 
in the automated controller uses feedback from the sensors to 
change the internal process model.  
 
Human controller 
Unlike the automated controller, the human has a control-
action generator rather than a fixed control algorithm. Humans 
are provided with rules or procedures to follow, but one 
advantage of having a human in the loop is the flexibility to 
change procedures or create new ones in an unpredicted 
situation. Another advantage is that the human can improve the 
control algorithm without having to go through a long design 
and implementation process.  
 
Multiple controllers 
Figure 2 represents a detailed control loop model of a rather 
simple system. It contains one controller and one controlled 
process. However, multiple controllers can be used in a single 
process. For instance, there may be controllers to coordinate 

the control actions to avoid a hazardous system state. These 
control algorithms must be coordinated together to maintain 
system consistency, and their actions should not conflict with 
actions from other controllers. 

Dutch summary 
Het STAMP model, ook wel Systems Theoretic Accident 
Modelling & Processing model genaamd, wordt gebruikt voor 
het analyseren van complexe systemen. Het model is 
opgebouwd uit verschillende processen die met elkaar 
verbonden zijn door middel van een control loop en tevens een 
feedback loop. Deze processen op zichzelf bestaan uit een 
opererend systeem en een controlerend systeem, waarbij de 
processen op een hiërarchische wijze met elkaar verbonden 
zijn. De hiërarchisch hoger gelegen processen waarborgen de 
veiligheidsrandvoorwaarden (safety constraints) van de lager 
gelegen processen. De veiligheidsrandvoorwaarden zorgen 
ervoor dat het systeem op een veilige wijze kan opereren.  
 

Advantages of STAMP over other methods 
The STAMP method was invented in order to overcome flaws 
in previous accident analysis methods. Whereas previous 
methods focused on component failures as a cause of accidents, 
the STAMP analysis distinguishes itself by: 
 

1. Focusing on inadequate system component design. 
2. Focusing on inadequate system control. 
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3. Focusing on the enforcement of safety constraints on the 
design, development and operation of a system. 

 

Disadvantages of STAMP over other methods 
However, STAMP does not provide a clear solution for 
preventing accidents. To do this, a combination of methods is 
always recommended. 
 
Stamp does not connect to the current practice of safety data 
collection and analysis (Roelen, Lin, & Hale, 2010), and 
Hovden states that STAMP is not widely recognized within the 
safety community because it doesn’t have a major impact on 
accident modelling or safety management in general (Hovden, 
Albrechtsen, & Herrera, 2009). 
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